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THE AFRICAN STORY — THE GROWTH IS IN AFRICA
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TransUnion®

Est. pop. 1.48B, Working-age ~60% of pop. +90% of internet ~855M cellular Sub-Saharan
+60% under 25 pop. to increase (~800M) are access is via mobile Africa holds
by 740M by internet users mobile devices connections in 1.1B of global
2050 (~59% 2025 2B mobile
of global) money accounts
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o— Our time is here and now — Financial Inclusion = Growth for Africa but we need to protect our customers



IN THIS SESSION WE WILL DISCUSS

Impact of Fraud
and Emerging
fraud types

The financial
fraud losses

across Africa
$ 251m
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MAJOR THREATS AND EMERGING PATTERNS

Africa Global
e Y 7

Data Security expectations continue to rise

Fraud is the leading barrier to digital engagement
* Al powered fraud

Malware, Ransomware, Phishing, Vishing, Smishing

Regional differences demand local strategies

1. South Africa & Kenya — Platform and
e-Commerce scams

2. Rwanda & Zambia — Social engineering & trust-based
fraud

3. Namibia — Vishing & Card fraud

;_
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WHAT IS DRIVING THIS

‘ Internet penetration: 570m users (43%)

® Mobile connections: 1.04b

. Smartphone penetration: 700m+

® Fintech Boom: Rise in digital wallets,
loans, savings

» Median age: 19.9 (mobile-first
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TOP FRAUD TYPES ACROSS AFRICA TransUnion@

Top fraud types across our Africa Region: Fraud differs in some Countries with highest reported
Countries/ Regions fraud type
Rwanda ®Zambia ®Kenya ™ South Africa ®Namibia ™ Global Rwanda ®™Kenya ™ South Africa ™ Namibia
30% 36% 39%
35% Smishing
24%
Phishing
Vishing

Account taken over

Money mule scam Phishing Smishing Identity theft -
@89 33% -
5 2502 27% : Money mule scam
29% ¢
26%59,

Social engineering scam

Unemployment fraud
(3

Third-party seller écams

Stolen credit card/ fraudulent

charges
Social engineering scam Third-party seller scam Unemployement Fraud Vishing g
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FINANCIAL LOSSES REPORTED BY VICTIMS OF FRAUD
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Median financial losses reported by
victims of fraud — Consumer reported
fraud losses — total (USD)

India — 6,428

Brazil 1,841
South

Africa 1,131
Kenya [} 902

Namibia [l 651

Rwanda 473

Zambia F 315
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South Africa - vulnerabilities in
digital identity and

\credit-linked services

-

.

Kenya - Third-party seller scams
high at $1,149 — e-commerce risks

-

.

Namibia - growing impact of mobile-
based fraud

p
Rwanda - Identity theft also high at

$1,610 — showing that fewer attacks

\can still result in major financial harm )

Highest losses (USD) by fraud types

Rwanda BKenya ™ South Africa ®Namibia

Identity theft -4

Smishing [ 1,524

Vishing [ 1,429
Unemployment fraud [ 1,420

Stolen credit card/
fraudulent charges

Money mule scam | 1,627

M 1,632

Phishing |l 902
Third-party seller scams [N 1. 415
Account taken over 1,419

1,030

Social engineering scam
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CONSUMER FRAUD LOSS TYPES TransUnion:
Types of fraud consumers lost Top fraud types by Country:
money to in the past year across Africa Most reported Financial losses

24% Kenya _ 34% Third-party seller 40! '
Rwanda 20% 24‘y scams : p I\“ .
33% Kenya 20% Zamboia Stolen dit d .
N ibi Brazil _ _ o/ olen creait cara
amibia Namibia 33% fraudulent c arbes

India | 32%  Money muheL lm

27% -
Namibia 27% i
Namibia o e C .
South Th|rd-party sc=ller /‘

9%
15% Rwanda
Zambia
15%
Kenya

11%

Brazil

o I 32%

29% > . \
Rwanda
Rwanda % 'Monrywrule scam

\
Zambia [ 27% / Jrﬁrtyseller L

ams

= aéy % Global | 23% /_Ma//ﬁnule scaT

Credit Card or Third party seller scams on Money mule Brazil Vishing
fraudulent charges legit online retail websites scams
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DIGITAL FRAUD RATES ACROSS INDUSTRY

South Africa- Government 9.
Telecommunications 6.2
Communities 5% an

Botswana —

70.0%
60.0%
50.0%
40.0%
30.0%
20.0% -
H B .
, Telecommu | Financial Video Com
Government| Gaming N : ; Insurance
nications Services gaming
Botswana 31.1% 4.6%
m Kenya 7.0% 12.9% 1.7% 2.7% 11.1%
® Rwanda 2.6% 2.7% 2.7%
Zambia 2.3% 1.2% 4.6%
®m Namibia 7.7% 0.5% 1.6%
= South Africa 9.1% 6.3% 6.2% 6.1%

= South Africa ® Namibia

© 2025 TransUnion LLC All Rights Reserved




2

ACTIONS TAKEN AFTER DISCOVERY OF FRAUD TransUnion:
Key actions taken by consumers after discovering they were a victim of fraud after survey.
Actions after discovering fraud
South Africa Kenya Rwanda Zambia Namibia India Brazil Global 2

Placed a fraud alert M
on credit report =

29%

Placed a Freeze

0,
on credit 2

Contacted company
that compiles and
provides credit reports

2%

Called the police 29% 22%

Contacted impacted
companies (i.e., credit
card, retailers, etc.)

34% 25%

Nothing 17% 18%

060
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000000

©  M%inKen
company th i
provides cre%<a dit report

_involved the

17% in Rwanda do nothing, -

above Global average

Kenya at 48% for placing
alert on credit profile J

B .

46% in South Africa, plac
freeze on credit profile

w

ontacted

25%in S So”uth




HOW DO WE SOLVE FOR FRAUD?
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Multi-Layered approach with the ability to implement within the application or customer life cycle phase

- \ Identity
Apply Establishment
Now!

Document Verification
Facial Recognition

Liveness

Website/App
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Identity
Verification

Identity verification
through DHA

Identity/ Fraud/ Compliance capabilities

AML/KYC
Risk Screening

Digital Checks
& Analytics

o Sanctions /
Email Risk Watchlists
. : Politically Exposed
Device Risk e
Adverse Media /

Phone Risk Negative News

Fraud Prevention Model

POA
(Proof of Address)

Orchestration & Workflow

Affordability and

Authentication bank verification

Knowledge-Based POI
Authentication (Proof of Income)

Device-Based
Authentication

Bank Account

Verification

Single Platform * Single API ¢ Individual Microservices & Partnerships
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CROSS BOARDER CREDIT INFORMATION SHARING TransUnion:
. What is holding Africa back? .
- e B

\ L

Ensure mechanism
is open with equal
and unrestricted
access by all Credit
Providers

Expand the types of
data sources
submitted, including
alternate data
sources (e.g. Utility
payments) which can
be leveraged for
credit scoring.
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Enhance the quality
and credibility of the
data submitted to
strengthen the
predictive value of
the credit bureau
data

Continuously
strengthen the policy
and regulatory
framework and
ensure it adequately
supports market
development and
protects consumers.




COMPLYING - DATA PRIVACY STANDARDS — ACCESS & TransUnion@
TRANSPARENCY @

Overview Key Considerations Q\

Multi-faceted approach

Data Privacy Laws and Regulations

Implementing robust data protection laws Promoting data Security

Fostering a culture of data security Fostering Transparency

Ensuring data is used responsibility and
ethically

Addressing Challenges

International Collaboration
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CALL TO ACTION

TransUnio

&

n.

Educate and
empower
consumers —
Continuously drive
Awareness

Engage in
collaborative
intelligence
networks, partner
with 3rd parties for
data & tech

&

Sharing of data
and working
closely with Law-
Enforcement

o®

Consider Fraud
Mitigation and
Detection at the
forefront

Financial crime is evolving fast; so, must we. Mitigation requires intelligence, technology,
and collaboration. Future-ready organizations treat fraud as a strategic threat.
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Thank you
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