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T H E  A F R I C A N  S T O R Y  –  T H E  G R O W T H  I S  I N  A F R I C A

Est. pop. 1.48B, 

+60% under 25 

Working-age 

pop. to increase 

by 740M by 

2050 (~59% 

of global)

~60% of pop. 

(~800M) are 

internet users

+90% of internet 

access is via 

mobile devices

~855M cellular 

mobile 

connections in 

2025

Sub-Saharan 

Africa holds 

1.1B of global 

2B mobile 

money accounts

Our time is here and now – Financial Inclusion = Growth for Africa but we need to protect our customers
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I N  T H I S  S E S S I O N  W E  W I L L  D I S C U S S

The financial 

fraud losses 

across Africa

$ 251m

Impact of Fraud 

and Emerging 

fraud types

Data 

Privacy with 

Transparency 

Cross Boarder 

information 

Sharing
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M A J O R  T H R E AT S  A N D  E M E R G I N G  PAT T E R N S

1. Data Security expectations continue to rise

2. Fraud is the leading barrier to digital engagement 

3. 

1. Regional differences demand local strategies

1. South Africa & Kenya – Platform and 

e-Commerce scams

2. Rwanda & Zambia – Social engineering & trust-based 

fraud

3. Namibia – Vishing & Card fraud 

• AI powered fraud

• Deepfake account for 7% of global fraud in 2024

• Crypto enabled laundering, synthetic ID’s

• AI driven Attacks and automation of crime 

• Financial inclusion exploitation 

• Data breaches and identity theft from third parties

1

2

3

Africa Global

Malware, Ransomware, Phishing, Vishing, Smishing

4
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W H AT  I S  D R I V I N G  T H I S

Internet penetration: 570m users (43%)

Mobile connections: 1.04b 

Smartphone penetration: 700m+

Fintech Boom: Rise in digital wallets, 

loans, savings

Median age: 19.9 (mobile-first population)

Digital Maturity (2025) Benefits

Access to vast array of goods, services & 

products 

24/7 availability 

Cost saving & Efficiency

Personalized Experiences
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T O P  F R A U D  T Y P E S  A C R O S S  A F R I C A

Top fraud types across our Africa Region: Fraud differs in some 

Countries/ Regions

Countries with highest reported 

fraud type

30%

24%

20%
17%17%17%

Money  mule scam

36%
33%32%31%

24%
21%

Phishing

39%
35%

31%
28%

24%
21%

Smishing

29%
26%25%

20%19%
16%

Social engineering scam

28%28%

24%
22%21%20%

Third-party seller scam

27%

21%
18%17%16%

12%

Unemployement Fraud

33%
30%

27%26%25%
23%

Vishing

Rwanda Zambia Kenya South Africa Namibia Global Rwanda Kenya South Africa Namibia

19%

28%

27%

29%

30%

21%

23%

33%

36%

39%

Stolen credit card/ fraudulent
charges

Third-party seller scams

Unemployment fraud

Social engineering scam

Money mule scam

Identity theft

Account taken over

Vishing

Phishing

Smishing
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F I N A N C I A L  L O S S E S  R E P O R T E D  B Y  V I C T I M S  O F  F R A U D

Median financial losses reported by 

victims of fraud – Consumer reported 

fraud losses – total (USD)

315

473

651

902

1,131

1,841

6,428

Zambia

Rwanda

Namibia

Kenya

South
Africa

Brazil

India

Highest losses (USD)  by fraud types

1,030

1,419

1,415

902

1,627

1,632

1,420

1,429

1,524

4,454

Social engineering scam

Account taken over

Third-party seller scams

Phishing

Money mule scam

Stolen credit card/
fraudulent charges

Unemployment fraud

Vishing

Smishing

Identity theft

South Africa - vulnerabilities in 

digital identity and

credit-linked services 

Kenya - Third-party seller scams 

high at $1,149 — e-commerce risks

Namibia - growing impact of mobile-

based fraud

Rwanda - Identity theft also high at 

$1,610 — showing that fewer attacks 

can still result in major financial harm

Rwanda Kenya South Africa Namibia
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C O N S U M E R  F R A U D  L O S S  T Y P E S

Types of fraud consumers lost 

money to in the past year across Africa

Top fraud types by Country: 

Most reported Financial losses

33%

Namibia

9%
Rwanda

19%
Global

15% 

Zambia

15% 

Kenya

23% 

South 

Africa 11% 

Brazil

19% 

India

24% 
Rwanda

28%
India

27%
Namibia

22%
Global

32%
South Africa

27%
Zambia

11% 
Brazil

34%
Kenya

20%
Kenya 20% 

Brazil

24% 

Zambia

27%
Namibia

26% 

South 

Africa

23% 

Global

32% 

India

29% 

Rwanda

Credit Card or 

fraudulent charges

Third party seller scams on 

legit online retail websites

Money mule 

scams 
23%

23%

27%

29%

32%

32%

33%

34%

Brazil

Global

Zambia

Rwanda

South
Africa

India

Namibia

Kenya
Third-party seller 

scams

Stolen credit card 

fraudulent charges

Money mule scam

Third-party seller 

scams

Money mule scam

Third-party seller 

scams

Money mule scam

Vishing



© 2025 TransUnion LLC All Rights Reserved 

D I G I TA L  F R A U D  R AT E S  A C R O S S  I N D U S T R Y

Government Gaming
Telecommu

nications
Financial
Services

Video
gaming

Insurance
Communitie

s
Retail

Travel &
Leisure

Logistics

Botswana 31.1% 4.6% 2.0% 3.0%

Kenya 7.0% 12.9% 1.7% 2.7% 11.1% 6.9% 4.1% 11.9% 0.3% 7.6%

Rwanda 2.6% 2.7% 2.7% 3.1% 7.9% 0.1%

Zambia 2.3% 1.2% 4.6% 5.6% 1.3% 6.8% 0.1% 5.4%

Namibia 7.7% 0.5% 1.6% 3.3% 1.1% 8.4% 0.2%

South Africa 9.1% 6.3% 6.2% 6.1% 6.0% 5.6% 5.0% 2.9% 0.5%

0.0%

10.0%

20.0%

30.0%

40.0%

50.0%

60.0%

70.0%

South Africa Namibia Zambia Rwanda Kenya Botswana

South Africa- Government 9.1%, 
Telecommunications 6.2, Financial Services 6.1%, 
Communities 5% and Travel 0.5%

Botswana – Gaming 31%

Kenya – Video Gaming 11%, Insurance 6.9%, Retail 
11.9% and logistics 8%
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A C T I O N S  TA K E N  A F T E R  D I S C O V E R Y  O F  F R A U D

Key actions taken by consumers after discovering they were a victim of fraud after survey.

Actions after discovering fraud

South Africa Kenya Rwanda Zambia Namibia India Brazil Global

Placed a fraud alert 

on credit report
46% 48% 29% 33% 26% 36% 22% 34%

Placed a Freeze 

on credit
46% 26% 11% 44% 47% 48% 25% 43%

Contacted company 

that compiles and 

provides credit reports

28% 41% 29% 25% 18% 41% 2% 25%

Called the police 25% 15% 29% 22% 15% 40% 22% 25%

Contacted impacted 

companies (i.e., credit 

card, retailers, etc.)

28% 39% 34% 22% 44% 40% 25% 41%

Nothing 9% 6% 17% 8% 6% 5% 18% 9%

• 17% in Rwanda do nothing, 

above Global average

• Kenya at 48% for placing 

alert on credit profile

• 46% in South Africa, place 

freeze on credit profile 

• 41% in Kenya contacted 

company that complies and 

provides credit reports

• 25% in South Africa 

involved the SAPS

• 39% in Kenya contacted 

impacted companies
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Apply 

Now!

Affordability and 

bank verification

Identity/ Fraud/ Compliance capabilities

Identity

Establishment

Single Platform  Single API  Individual Microservices & Partnerships

Orchestration & Workflow

Adverse Media / 
Negative News

Liveness Phone Risk

OCR Fraud Prevention Model

POA
 (Proof of Address)

Identity verification 
through DHA

Sanctions /
Watchlists

Document Verification
Knowledge-Based 

AuthenticationEmail Risk
POI

 (Proof of Income)

Politically Exposed 
Persons

Facial Recognition
Device-Based 
Authentication

Device Risk
Bank Account 

Verification
Branch

Website/App

Agent

Identity

Verification

Digital Checks 

& Analytics

AML/KYC

Risk Screening
Authentication

H O W  D O  W E  S O LV E  F O R  F R A U D ?

Multi-Layered approach with the ability to implement within the application or customer life cycle phase 
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C R O S S  B O A R D E R  C R E D I T  I N F O R M AT I O N  S H A R I N G  

What is holding Africa back?

Ensure mechanism 

is open with equal 

and unrestricted 

access by all Credit 

Providers 

Expand the types of 

data sources 

submitted, including 

alternate data 

sources (e.g. Utility 

payments) which can 

be leveraged for 

credit scoring.

Enhance the quality 

and credibility of the 

data submitted to 

strengthen the 

predictive value of 

the credit bureau 

data

Continuously 

strengthen the policy 

and regulatory 

framework and 

ensure it adequately 

supports market 

development and 

protects consumers.
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C O M P LY I N G  -  D ATA  P R I VA C Y  S TA N D A R D S  –  A C C E S S  &  
T R A N S PA R E N C Y

Overview Key Considerations

• Multi-faceted approach

• Implementing robust data protection laws

• Fostering a culture of data security

• Ensuring data is used responsibility and 

ethically 

• Data Privacy Laws and Regulations

•  Promoting data Security

• Fostering Transparency

• Addressing Challenges

• International Collaboration 
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C A L L  T O  A C T I O N

Educate and 

empower 

consumers – 

Continuously drive 

Awareness

Engage in 

collaborative 

intelligence 

networks, partner 

with 3rd parties for 

data & tech 

Sharing of data 

and working 

closely with Law-

Enforcement

Consider Fraud 

Mitigation and 

Detection at the 

forefront

Financial crime is evolving fast; so, must we. Mitigation requires intelligence, technology, 

and collaboration. Future-ready organizations treat fraud as a strategic threat.



Thank you
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